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ELEMENTS OF A SOURCE POINTER 



Change Enable Flag 


Address Mode 


Byte Pointer 


Source Number 


O=not changeable 
1=change allowed 


(see below) 


P (or NP). relative 
byte pointer 


RN, index into Source 
Dispatch Table (SDT) 



ADDRESS MODES 


Addressing Mode 


Description 


Fixed=0 


Source and Pointer within source are constant 


Jump=1 


Both Source and Pointer values are changed by a local counter associated 
with a variable 


Local=2 


Source is constant, but pointer is incremented within a specified source 


General=3 


Pointer is incremented and at the end of one source, the next enabled 
source is used with the pointer reset to the beginning of the new source 



SOURCE DISPATCH TABLE 



1 Table Index, RN 


Table Entry, SN 


(Relative Source Number) 


Bytes Sources Number 


i 1 


6 


i 2 


1 


1 3 


2 


4 


3 




0 (table terminator) 



TNES = Total Number of Enabled Sources, (number of non zero entries In the Source Dispatch Table. 

BYTES SOURCES 



SN 


Name 


Description 


Enabled 


SL 
Length 


CFlag 


1 


M(1) 


first masking array 


Always 


ML(1) 




2 


M(2) 


second masking array 


Always 


ML(2) 




3 


M(3) 


thind masking an-ay 


Always 


ML(3) 




4 


C(1) 


first element of cross product of A x B 


YES 


x-2 




5 


C(2) 


second element of cross product of A x B 


YES 


x-2 




6 


C(3) 


thind element of cross product of A x B 


YES 


x-2 




7 


CD(1) 


first element of cross product of A X D 


YES 


x-2 




8 


CD(2) 


second element of cross product of A X D 


YES 


x-2 




9 


CD(3) 


third element of cross product of A X D 


YES 


x-2 




10 


CD(4) 


first element of cross product of B X D 


YES 


x-2 




11 


CD(5) 


second element of cross product of B X D 


YES 


x-2 




12 


CD(6) 


third element of cross product of B X D 


YES 


x-2 




13 


U(1) 


first user defined calculation 


YES 


X 




14 


U(2) 


second user defined calculation 


YES 


X 




15 


U(3) 


third user defined calculation 


YES 


X 




16 


U(4) 


fourth user defined calculation 


YES 


X 






D{1) 


first user defined array 


No 


N/A 






D(2) 


second user defined array 


No 


N/A 






D(3) 


third user defined array 


No 


HfA 





\. 



FIG. 2 



Variables, Counters, Sources and Pointers 



Name and Range 


Description 


MC(1-3) 


MasK upaate counier 


ML(1-3) 


MdSK lengins 


MAV(1-3) 


Metnod for updating MasKs -o; 


MRV(1-3) 


Rotate value for Masks(1-3) when updating 


MRSF(1-3) 


Rotate/Shuffle indicator Flag when updating 


MVARP(1-3) 


Pointer and source for rotate/shuffle operation 


Moff1(1-3) 


Shuffle offset#1 value for updating Masks(1-3) 


Moff2(1-3) 


Shuffle offset#2 value for updating masKs^i-o; 


MUP(1-3) 


Pointer and source for mask update value 


MURV(1-3) 


Rotate Value for update item 


MURSF(1-3) 


Rotate/Shuffle fiag for update item 


MUVARP(1-3) 


Pointer and source for rotate/snuttie operations 


MUoff1(1-3) 


Shuffle offset #1 for update value 


MUoff2(103) 


Shuffle offset wz tor update vaiue 


AC{1-3) 


Counters for A/L Vanable 


ACP(1-3) 


Pointer and source for updating AC(1-3) 


AV(1-3) 


A/L method variables 


AMP(1-3) 


rOinier into masK. lor reiiieviiiy iiicioi\. vciiuco lui rvu. upciauuno 


AVDN(1 -3) 


KliimHor Haco fnr r^nn\/prfinn riAtP HvP^ tn dlnit*^ 


AVMN(1-3) 


Ml imHor hoco fnr onnwpriinn mfi<sk hvtP<^ tn dlnlts 
iNUmU"! Udoc lUI uUiiVclllliy tiiao[\. uyico wj uiyiio 


AVP(1-3) 


Drvinfar onH eniirr'P "fnr iinHflfinn A\/^i-*^^ 
rOiniCr ailU oUUtUc lUl upuolliiy rtv\^i o) 


RC{1-3) 


Rotate/Shuffle counters 


RCP(1-3) 


Rotate/Shuffle counter update pointer 


RENB(1) 


Rotate Shuffle enable 


RV(1-3) 


Rotate values 


RSN(1-3) 


Number base for converting data bytes to digits 


RSF(1-3) 


Rotate/Shuffle selection flag 


RVARP(1-3) 


Pointer and source tor tor roiaie/snuTiie operauon 


RSoff1(1-3) 


\JTTSewl Tor K/o snuTTie operdiiun 


RSoff2(1-3) 


OftsetfFii tor K/o snuTTie operaiion 


MastC 


Master counter 


MastP 


KOinier anu sourue loi ufjuduiiy ividoLc?! v^uuiuci 


MASTERMax 


Maximum value for an Master Counter entry 


ACMax 


Maximum value for an AC entry 


RCMax 


Maximum value for an RC entry 


MCMax 


Maximum value for an MC entry 


MSZ(1-3) 


Maximum size for Masking Arrays(1-3) 


W 


Size of the Cipher Block in Bytes 


ED 


Encrypt/Decrypt Flag 



FIG. 3 
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Initialization 



Fig 4-1 

DATAout=PASSWORD 

W=initial width of Cipher Block in Bytes 

Passes - Number of processing passes per I/O buffer 

FOR EACH PROCESSING PASS: 

1 . The user specifies the maximum widths of the three masking arrays for 
each pass or specifies a method of setting the widths by computation. 

2. Build all the Masking Arrays. 



t 

Fig 4-2 

FOR EACH PROCESSING PASS: 

1. All counters are 5et=1 

2. For each variable and counter assign a pointer, mode of operation and initial value 

3. Create an entry in the SDT for a source if one does not already exist 



t 

Fig 4-3 

FOR EACH PROCESSING PASS: 

1. Scan the entries in the SDT to see what sources are to be used for updating and 
mark the sources as being enabled so that their computation will be enabled (if 
needed) 



Fig 4-4 

FOR EACH PROCESSING PASS: 

1. SetED=0or1 

2. Set W = the width of bytes for the Cipher Block 

3. DATAin=DATAout 

4. Run 1 iteration of the Cipher Block 

5. Compute all required sources which have entries fn the SDT 

6. Compute new values for variables, counters and pointers using the new values 
obtained from the required sources 

7. Save all Masks, counters, variables and pointers for a given Pass value 

8. Repeat step 1 to 7 until all variables, counters and pointers for all passes have been 
created 



FIG. 4 
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Processing A Data File 



Fig 5-1 
START 

If ED=0 then {STRT=1, End=PASSES, INCR=+1} else {STRT=PASSES, END=1, INCR=-1} 

NTTP=PASSES 



Fig 5-2 

Fill Input I/O Buffer with Data bytes, CNTR=1, P=START 



Fig 5-3 

For Process Pass P, Restore all saved Mask, Variables, Counter and Pointers 

K=BufferSize in Bytes 




Fig 5-7 
W = K 




No 




Fig 5-8 

Concatenate W bytes from the Input I/O Buffer to DATAin, 
Clear all CFlag entries In Source Byte table 




Fig 5-4 




Set W =number of bytes to process 


< 



Fig 5-9 

Process a Cipher Block. Decrement counters for Varibles and Masks, if any CFlag 
entries in the Byte Source table are not 0, then compute a new value for that Byte 
Source. Then update the Variables, Counters, Sources and Pointers. 



Fig 5-10 




Fig 5-11 


Put DATAout into output Buffer 


► 


K = K-W 



FIG. 5 



PROCESSING A DATA FILE 




Fig 5A-2 

For Pass P Save all Masks, Variables, Counters and Pointers 

i 

Fig 5A-3 

P=P+INCR 
CNTR=CNTR+1 




Fig 5A-5 

Swap designation of Input and Output MO Buffers 




FIG. 5A 
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Flowchart - Rotate/Shuffle Operation 



Fig 6-1 
START 

Y= output array, X=input array, W bytes to be processed, 
V array, ED, RD, ENB, offi, off2, Temp Array, RSN(i) 



Fig 6-3 

Copy W bytes from X to Y 



Yes, Rotate 





Fig 6-5 
(RSF(i) AND 



No, Shuffle 



Fig 6-9 

WRD=integer(RD/BPD)*BPD 



Fig 6-7 
WRDsRD 



Yes, Bytes 




Fig 6-12 

Y=Shuffle(X, V, offi , off2, ED, W) 



Fig 6-8 
Y=Rotate(X, WRD, ED, W) 



No, Digits 



Fig 6-1 3 

Convert W bytes in X to Digits, base RSN(i), in Temp Array 
T=number of digits created 



Fig 6-14 

Temp Array=Sliuff lefTemp Array, V, offi , off2, ED, T) 




Fig 6-15 

Convert Temp Array to W Bytes of Digits in Y 



FIG. 6 



Flowchart of Shuffle Operation 



Fig 7-1 
START 

Y=output array, X=input array, W=number of elements in arrays, 
V= an array of arbitrary bytes, DPi^local array of W elements (initialized to 0 entry 
values), Offsets used off1, off2; Local counters or variables i, J, K 



Fig 7-2 
1=1 



I 



Fig 7-3 

J=({(v(l) MOD W)+off1) MOD W)+1 



No 




Fig 7-5 
DP(J)=((i+off2) MOD W)+1 



Fig 7-12 
LC=1 




Fig 7-7 
Y(DP{J))=X(f) 



Fig 7-8 
Y(i)=X(DPa)) 



Fig 7-13 

K=(((J+LC) MOD W)+off1) MOD W)+1 



Fig 7-14 
LC=LC+1 




Yes 



Fig 7-16 
DP(K)=((i+off2) MOD W)+1 



FIG. 7 



Flowchart of Multibyte Binary Rotate 



Fig 8-1 
START 

X=input array, Y=output array, each array contains at least W bytes 
RD=Rotate Distance (+=Left, —Right), 8 bit bytes 
if RD<0 then DirBct=1 else Direct=0, Direct=Direct XOR ED 
LRD=ABS(RD) MOD (V\r8), JD=integer(LRD/8), RS=LRD IWod 8 
SF1=2*RS, SF2=2*(8-RS), i=1 



No 







Yes 




< 






r 




Fig 8-11 




Copy W Bytes 




from X to Y 






Fig 8-4 




BV=X(i) 


< 




Fig 8-6 

PBP=((i+ArgL-2) MOD W)+1 

VPB=X(PBP) 
F1=lnteger((VPB*SF1)/256) 
F2sinteger(BV*SF1) and 255 
OBP=((i+JD-1) MOD W)+1 



Fig 8-7 

PNB=(i MOD W)+1 
VNB=X(PNB) 
F1=integer(VNB*SF2) MOD 256 
F2«integer(BV/SF) 
OBP=(i-JD-1+W) MOD W)+1 




ARITHMETIC/LOGIC OPERATIONS 



Fig 9-1 
START 

Y=Output Array, X1=DATA element, X2=MASKelement 
AV=(0 to 7)=A/L operation 
W=Number of bytes in width 
EDsOorl 



Fig 9-2 
WAV=AVXOR (ED*3) 




FIG. 9 



FLOWCHART - UPDATING VALUE, SOURCE AND POINTER 




Fig 11-7 
NP = Pointer +NBTR 




Fig 11-11 
RN = ((RN+1)M0DTNES)+1 
NP = 1 



FIG. 11 
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RETRIEVING A VALUE 



Fig 11A-1 
START 

P=Pointer, J=1, SN=Source Number 
NBTR=Numiber of Bytes to Retrieve 



Fig 11A-2 
RV = a byte from SN at location P 



Fig11A-3 
J=J+1 




No 



Fig11A-6 
P=(P+1)M0D SL(SN) 



Fig11A-7 

RTV=a byte from SN at location P 
RV=(RV*256)+RTV) 



FIG. 11A 



